SARDAR VALLABHBHAI PATEL NATIONAL POLICE ACADEMY
(Government of India : Ministry of Home Affairs)
Shivarampalli, Hyderabad — 500 052

No. 11011/14/2019/Estt/R9/A1 Date: 19 .02.2019.

WALK-IN -INTERVIEW

Sardar Vallabhbhai Patel National Police Academy, Hyderabad will conduct
Walk-in-Interview selection tests for filling following posts purely on contract basis for its
NDCRTC project for a period of three years extendable on the basis of performance.
The details are as given below:

Name of post No.of | Agebelow | Approximate fixed monthly

posts pay range including all
emoluments and allowances

1 | Senior System Analyst 1 50 years | Rs.1,00,000 to Rs.1,46,700

2 | System Analyst 3 40 years | Rs.60,000 to Rs.1,12,400

3 | Analyst 1 35 years Rs.40,000 to Rs.56,100

4 | Assistant Analyst 2 35 years Rs.25,500 to Rs.35,400

Assistant Analyst
5 | (Web Administrator) 1 35 years | Rs.25,500 to Rs.35,400
i) The date for determining the age limit shall be the date of walk-in-Interview.
2. Required educational qualification, experience, desirable, skill set, job profile for each

post is as under:

1. Senior System Analyst

Educational B.E/B.Tech/ MCA"- or equivalent degree

qualification & | with atleast 8 years experience in Digital Forensics

Experience

Desirable Candidate should have atleast two years experience in teaching / training in
forensics

Skill set i. Basic understanding of Computers, Networking, Digital Forensics,

Cellular Forensics, Cellular Phone Communication, Data Analysis,
Encryption, PKI, Internet Governance, Information Security, etc.

ii. Abilityto produce forensically sound images of digital media, i.e.,
SATA, IDE, flash drives' using imaging software tools with
software and hardware.

iii. Experience of wiping, verifying, and validating any media
before and after conducting an examination.




iv. Knowledge of different Operating Systems like Windows, Linux,
Mac OS, I0s, Android,Windows Mobile and its file systems.

v. Have knowledge of TCP/IP, HTTPS, SMTP, Web filtering,
Spam Filtering & Malware Analysis.

vi. Experience of Data Recovery/ Analysis/ Carving with any of the

standard Cyber Forensic Tools and working experience Of Cyber
Forensics tools such as Encase, FTK, Helix, Deft, Winhex, Win
UFO etc.

vii. Experience of methodically recover, extract, analyze and present
factual digital data and information from mobile devices, tablet
computers for use in Investigations of Criminal Cases.

viii. Experience in conducting cell phone examination and extracting
relevant data using cell phone.analysis tools such as C-DAC Mobile
Check, UFEDCelebrite, XRY, Oxygen Forensics, Mobil. edit, MPE+,
Paraben or any other open source tools.

ix. Working knowledge of E-mail Investigation, Stenography, File /
Folder/Partition/ Drive Encryption.
X. Strong verbal and written communication skills.

Job Profile

To co-ordinate, implement and administer all training activities,
courseware  development, research based updation of courseware and
taking classes and conducting lab activities on Digital Forensics,.
Cyber Crime Investigation and other related subjects. Need to updated
about various Digital Forensics tools and technologies and update the lesson
plan and training methodology accordingly.




2. System Analyst

Educational B.E/B.Tech/ MCA" or equivalent degree

qualification & | with atleast 5 years experience in Digital Forensics

Experience

Desirable Candidate should have atleast one year experience in teaching / training
Skill set i. Basic understanding of Computers, Networking, Digital Forensics,

Cellular Forensics, Cellular Phone Communication, Data Analysis,
Encryption, PKI, Internet Governance, Information Security, etc.

ii. Ability to produce forensically sound images of digital media, i.e.,
SATA, IDE, flash drives' using imaging software tools with
software and hardware.

iii. Experience of wiping, verifying, and validating any media
before and after conducting an examination.

iv. Knowledge of different Operating Systems like Windows, Linux,
Mac OS, IOs, Android, Windows  Mobile and its file
systems.

v. Have knowledge of TCP/IP, HTTPS, SMTP, Web filtering,
Spam Filtering & Malware Analysis.

vi. Experience of Data Recovery/ Analysis/ Carving with any of the
standard Cyber Forensic Tools and working experience Of Cyber
Forensics tools such as Encase, FTK, Helix, Deft, Winhex, Win
UFO etc.

vii. Experience of methodically recover, extract, analyze and present
factual digital data and information from mobile devices, tablet
computers for use in Investigations of Criminal Cases.

viii. Experience in conducting cell phone examination and extracting
relevant data using cell phone.analysis tools such as C-DAC Mobile
Check, UFEDCelebrite, XRY, Oxygen Forensics, Mobil. edit, MPE+,
Paraben or any other open source tools.

ix. Working knowledge of E-mail Investigation, Stenography, File /
Folder/Partition/ Drive Encryption.

x. Strong verbal and written communication skills.

Job Profile

To co-ordinate, implement and administer of training activities,
courseware  development, research and updation of courseware and
taking classes on Digital Forensics & Network and Cloud Forensics and.
Cyber Crime Investigation under overall supervision of Senior
System Analyst of NDCRTC. He need to update himself on various
Digital Forensics, Network and Cloud Forensics Tools and Technologies
and update the lesson plan and training methodology.




3. Analyst

Educational
qualification
& Experience

First class B.E/B.Tech/ MCA"- or equivalent degree with atleast 2 years
experience in Digital Forensics

Desirable

Candidate should have atleast 1 year experience in teaching / training.

Skill set

ii.

iil.

iv.

Vi.

Vii.

Viil.

ix.

Basic understanding of Computers, Networking , Digital Forensics,
Cellular Forensics, Cellular Phone Communication, Data Analysis,
Encryption, PKI, Internet Governance, Information Security etc.
Ability to produce forensically sound images of digital media i.e
SATA, IDE, flash drives using imaging software tools with software
and hardware.

Experience of wiping, verifying and validating any media before and
after conducting an examination.

Knowledge of different Operating Systems like Windows, Linux, Mac
0S8, IO0s, Android, Windows Mobile and its file systems.

Have knowledge of TCP/IP, HTTPS, SMTP, Web filtering, Spam
Filtering & Malware Analysis.

Experience of Data Recovery /Analysis/ Carving with any of the
standard Cyber Forensic Tools and working experience of Cyber
Forensics tools such as Encase, FTK, Helix, Deft, Winhex, Win UFO
ete.

Experience of methodically recover, extract, analyse and present
factual digital data and information from mobile devices, tablet
computers for use in Investigations of Criminal Cases.

Experience in conducting cell phone examination and extracting
relevant data using cell phone analysis tools such as C-DAC Mobile
Check, UFEDCelebrite, XRY, Oxygen Forensics, Mobil edit, MPE+,
Paraben or any other open source tools.

Working knowledge of E-mail Investigation, Stenography,
File/Folder/Partition/Drive Encryption.

Strong verbal and written communication skills.

Job Profile

To co-ordinate , implement and administer of Disc Forensics, Mobile Phone
Forensics, CDR Analysis training activities, courseware development,
research and updation of courseware and taking classes on Cellular Phone
Technologies, Cellular Phone Forensics, Call Data Analysis in overall
supervision of Chief Project Manager of NDCRTC. He needs to be updated
about various Cellular Phone Technologies, Cellular Forensics, Call Data
Analysis Tools and Technologies and update the lesson plan and training
methodology.




4. Assistant Analyst

Educational
qualification
& Experience

First class B.E/B.Tech/ MCA" or equivalent degree in
Computer Science / Information Technology / Electronics and
Communication Engineering (ECE)

Skill set

Expertise in computer / network maintenance and related works.

Expertise in =~ Digital Forensics and  managing Computer and Digital
Forensics Lab

Job Profile

To assist all trainees of NDCRTC in Digital Labs during various Hands-on
sessions. They need to update themselves about various Hardware and
Digital Forensic Tools available in the lab. They need to practice and all
these tools so that, they can assist trainees and Faculties during their Hands-
on sessions effectively. To help the project team in day-to-day
administration and organising the training programmes.

5. Assistant Analyst (Web Admin)

Educational
qualification
& Experience

First class B.E/B.Tech/ MCA" or equivalent degree in
Computer Science / Information Technology / Electronics and
Communication Engineering (ECE)

Skill set

Expertise in  design, development and maintaining the websites, coding
programmes for software packages in DotNet and Java Technologies or
with latest technologies. Writing script and maintaining SQL / Oracle /
SQL database systems alongwith experience of Network and Server
Management.

Expertise in Computer /network maintenance and related works.

Expertise in Digitial Forensics and managing Computer and Digital
Forensics Lab

Job Profile

To assist all trainees of NDCRTC in Digital Labs during various Hands-on
sessions. They need to update themselves about various Hardware and
Digital Forensic Tools available in the lab. To organise all the online
training activities of NDCRTC. To maintain and update the website of
NDCRTC.

3. Only eligible candidates may walk-in for the interview on 15.03.2019 at Site-B, Sardar
Vallabhbhai Patel National Police Academy, Sivarampally, Hyderabad, Telangana - 500 052
alogwith duly filled in application form given below, all requisite original certificates
and one set of xerox copies of the certificates.

4. Candidates appeared earlier for walk-in-interview in last 1 (one) year may not attend

again.

(DrNikhit 7 Gupta)
Deputy Director (Estt)

Copy to: Programmer,SVPNPA for hosting the advertisement on the Academy’s website.




APPLICATION FORM FOR THE POST OF

ON CONTRACT BASIS IN SVPNPA, HYDERABAD.

SPACE FOR OFFICE USE ONLY

ROLL NO.

| Name of the applicant (in block letters)

2. Name of Father/Husband

3 Date of Birth and age (DD/MM/YYYY)
4, Sex (Male/Female)

5. Nationality

6. Religion

7. Whether belongs to GEN/OBC/SC/ST

8. Residential address

Paste recent
passport size
photograph

09. Mobile phone No.

10.  Landline No. (with STD code)
11. E-mail id

12. State/UT to which you belong

13. Educational Qualification

14.  Technical/Professional Qualification

15.  Experience of work if any (in years)
(copies of certificates to be attached)




16.  Indicate language which you know (V)

Language Read Write Speak
Telugu

Hindi
English

17.  Whether employed or not?
If employed give details

18. Have you ever been arrested/prosecuted/
kept under detention/bound down/convncted
or fined by the Court of Law?

If so give details

19, Have you ever been dismissed/removed
from Govt. Service or Public sector service

DECLARATION

I hereby declare that all statements made in this application are true, complete and
correct to the best of my knowledge and belief. In the event of any information being found
false or incorrect or ineligibility being detected before or after test/interview, my candidature
will stand cancelled and all my claim for recruitment forfeited. I also understand that if at any
stage I am found to have used unfair means in the written examination/test or to have
violated any of the rule/regulation governing the conduct of selection process, my candidature
can be cancelled or be declared to have been failed by the selection board at its sole
discretion.

Date

Place

Signature of the Candidate

Note :

1. The form should be filled in by the candidate in own hand writing neatly and legibly in
BLOCK LETTERS. It should be completed in all respects and attached with one set
of attested copies of testimonials.

2. If anyone who does not fulfil the minimum educational and other qualifications
chooses to apply, he runs the risk of incurring wasteful expenditure for which this
Department accepts no responsibility.



